OUTLINE FOR MAY 25, 2004 ECS 153 — SPRING 2004

Outlinefor May 25, 2004

Reading: Chapters 14, 15

Discussion Problem

The PGP secure mailing system uses both RSA and a classical cipher called IDEA. When one installs PGP, the soft-
ware generates two large (500 hits or so) numbers, to produce a modulus of 1024 bits. Such a number istoo large to
be factored easily. The private and public keys are generated from these quantities. The private key is enciphered with
aclassical cipher using a user-supplied pass phrase as the key. To send amessage, a 64-hit key israndomly generated,
and the message enciphered using IDEA with that key; the key is enciphered using the recipient’s public key, and the
message and enciphered key are sent.

1. If you needed to compromise a user’s PGP private key, what approaches would you take?

2. It'soften said that PGP gets you the security of akey with length 1024. Do you agree?

Outlinefor the Day

1. ldentity
a.  Principal and identity
Users, groups, roles
I dentity on the web
Host identity: static and dynamic identifiers
State and cookies
. Anonymous remailers: type 1 (cypherpunk) and type 2 (mixmaster)

2. Access Control Lists
a  UNIX method
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