OUTLINE FOR JUNE 1, 2004 ECS 153 — SPRING 2004

Outlinefor June 1, 2004

Reading: Chapters 10.4, 18

Discussion Problem

A recurring question in computer security is how the discoverer of avulnerability in a program or computer system
should report it to the responsible party (in this context, the vendor of the program or system). The SANS Organiza-
tion has proposed the following, which they are calling the Fisher Plan. This description isfrom SANS NewsBites,
Vol. 4, Num. 50 (Dec. 12, 2002):
There would be established a reporting center for new vulnerabilities, either inside the government or outside
(that's one of the things that needs to be decided) along with reporting guidelines that required sufficient data to
ensure the person doing the reporting has found something real. All reports will be recorded and immediately
passed both to the vendor (which may have aready received it from the person who found it) and multiple gov-
ernment or government-funded centers of excellence such as CERT/CC and the research group of the National
Infrastructure Protection Center.
The centers of excellence would identify how critical the vulnerability might be and would set a priority for cor-
recting the problem. (The scale is yet to be determined but can be modeled after SANS Critical Vulnerability
Analysisrating scale or the CERT/CC rating scale or both).
Government officials will monitor the vendor's progress and exert appropriate high-level pressure on the vendors
for rapid response of important vulnerabilities.
When amethod of eliminating the vulnerability isfound, it will be published by the vendor and at the same time,
the person or organization that found the vulnerability will be awarded both public recognition and a sum of
money which may come from the government or may be provided by the SANS Institute. (Financial remunera-
tionis controversial; your feedback would be appreciated.)

What are the good points about this plan? What are its drawbacks?

Outlinefor the Day

1. Cryptographic Public Key Infrastructure
a. Certificates (X.509, PGP)
b. Certificate, key revocation

2. Assurance

a  Trust and assurance
b. Requirements
c. Palicy, design, implementation, operational assurance
d. Quick review of life cycle
i. Conception
ii. Manufacture
iii. Deployment
iv. Fielded product life
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