PuzzLE FOR JANUARY 7, 2002 ECS 153 — WINTER 2002

Puzzle for January 7, 2002

A student suspectsthereisavulnerability on a system in auniversity public access laboratory. She teststhis by trying

to exploit the vulnerability. She succeeds, and obtains privileges that she would not normally have. She reports both

the hole and her exploiting it to the system staff, who in turn report it to the manager of the laboratory. The manager

files charges of breaking into a computer system against the student. The student is promptly hauled before the Stu-

dent Judicial Authority.

1. Didthe student act ethically by testing the system for the security hole before reporting it?

2. Didthe manager act ethically by filing charges against the student?

3. Themanager told the system staff not to bother fixing the hole, because the action taken by the SJA would deter
any future bresk-ins through that hole. Was the manager’s action appropriate?
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