
ECS 153, Computer Security Spring Quarter 2021

April 16, 2021 Opener

Law enforcement officials have recently proposed requiring all computer systems to have a “back door” built into
them. This back door is to be designed so that law enforcement can bypass protections such as encryption or access
controls that would normally prevent them from accessing the data or resource. For example, Apple would have to
build the iPhone in such a way that, if law enforcement officers had a court order, they could read any data that the
court order allowed.

This is similar to a bill Senators Feinstein (D-CA) and Burr (R-NC) drafted in 2016 (the “Compliance with Court
Orders Act of 2016”), but that never became a law.

1. What assumptions must be made for this law to have the desired effect?

2. Assume that such a law could be effective. What problems might that introduce?

3. What is the difference between this type of back door and a vulnerability?
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