
ECS 155, Computer Security for Non-Majors Spring Quarter 2011

Outline: Lecture 10
Date: April 28, 2011
Topic: Privacy, Anonymity, And Being Let Alone

1. Privacy
2. Anonymity

a. Anonymity of what (identity, host address, etc.)?
b. k-anonymity
c. Anonymizers: mixmaster remailers (types I and II)

3. Proxies
4. Onion routing

a. Tor
5. Data sanitization
6. Repudiation and non-repudiation
7. Privacy reputation scrubbers
8. Anonymity for good or bad?
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