ECS 235B, Foundations of Computer and Information Security

Winter Quarter 2011

Reading: fext, §8

Lecture 12 Outline

1. Policies that change over time
a. Generalization of noninterference

b. Example

2. Composing deterministic, noninterference-secure systems
3. Nondeducibility

a. Event system

b. Deducibly secure

c. Composing deducibly secure systems

4. Generalized noninterference
a. Assumptions and nondeducibility
b. Composing generalized noninterference systems
c. Feedback-free systems

5. Restrictiveness
a. State machine model
b. Composing restrictive systems

6. Information flow

7. Entropy

-0 &0 o

Random variables

Joint probability

Conditional probability
Entropy (or uncertainty in bits)
Joint entropy

Conditional entropy

Table of Notation

notation

C

meaning
set of commands (s,z), where s executes operation z
set of sequences of commands
generalized noninterference analogue to the purge function 7 4
empty string
sequence of commands
output from command ¢ being executed in state G;
outputs when command sequence c; is executed in state G;
set of outputs in P * (cy,0;) that subject s is authorized to see
sequence of elements of C leading up to current state
true if s can execute z in current state
give s right to execute z
vi,...,V, Where v; € C*
Wn—1
Vn
projection function deleting all High inputs from trace
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