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Outlinefor April 6, 2000

1. Greetings and felicitations!
a. Handouts

2. ACM and primitive operations

a.  Go over subjects, objects (includes subjects), and state (S, O, A) where AisACM
b. Transitions modify ACM entries; primitive operations follow
C. enter rintoAls0]
d. deleter from A[s,0]
e. createsubject s (note A[S ,X] = A[x,S] =gfor dl x)
f. createobject 0’ (note A[x,0'] = gfor al x)
0. destroy subject s
h. destroy object 0’
3. commands
a command c(sq, ..., Sk, 01, .., OK)

if rqinA[sg, 04] and
roin Alsp, oo] and

F'min AlSy, Ol
then
0Py,
0opy;
OPp;
end.
b. Example 1. creating afile
command create file(p, )
create object f;
enter Owninto A[p, f]
enter Read into Alp, f]
enter Writeinto Ap, f]
end.
c. Example 2:granting one process read rightsto afile
command grant_read(p, q, f)
if Ownin Alp, f]
then
enter Read into Alq, f]
end.

4. What isthe safety question?

a.  Anunauthorized stateis onein which ageneric right r could be leaked into an entry inthe ACM that did not
previously containr. Aninitia stateissafefor r if it cannot lead to a state in which r could be |eaked.

b. Question: in agiven arbitrary protection system, is safety decidable?
5. Mono-operational protection systems: decidable

a.  Theorem: thereisan algorithm that decides whether a given mono-operational system and initia stateis

safe for a given generic right.
b. Proof: finite number of command sequences; can eliminate delete, destroy.

Ignore more than one create as all others are conditioned on access rights in the matrix. (One exception: no

subjects; then we need one create subject).

Bound: s number of subjects (possibly one more than in original), o number of objects (same), g number of

generic rights; number of command sequences to inspect is at most 29%°.

6. Generd case: It isundecidable whether a given state of a given protection system is safe for agiven generic right.

a. Represent TM asACM; reduce halting problem to it
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7. Take-Grant

a. Introduce as counterpoint to NRU result

b. Show bridges (as a combination of terminal and initial spans)

c. Show islands (maximal subject-only tg-connected subgraphs)

d. caneshare(r, X, y, Gy) iff thereis an edge from x to y labelled r in Gg, or al of the following hold: (1) there
isavertex y”’ with anedgefromy’ toy labelled r; (2) thereisasubject y’ which terminally spanstoy’’, or
y' =y (3) thereisasubject X’ which initially spansto x, or X’ = x; and (4) there is a sequence of idlands
l1, ..., I, connected by bridges for which X’ isinl; andy’ isin|.

e. Describe canesteal; don't state theorem
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